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Figure 1: EigenTrust convergence
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Figure 5: Reduction of inauthentic downloads by basing down-
load source selection on global trust values in a network where
independent malicious peers are present. Upon activation of
our reputation scheme, the number of inauthentic downloads
in the network is significantly decreased to around 10% of all
downloads in the system, malicious peers in the network are
virtually banned from uploading inauthentic files.
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Figure 7: Trust-based reduction of inauthentic downloads in
a network where a fraction of peers forms a malicious collec-
tive and returns authentic files with certain probabilities. When
malicious peers partly provide authentic uploads, they receive
more positive local trust values and will be selected as download
sources more often, also increasing their chances to upload in-
authentic files. Yet, uploading authentic files may be associated
with a cost for malicious peers.

X7 :

il : AEARKXY v —FodElA

Wl % GRsChclt, BEOH 277 A0 %T vy 70— F3 37ER)

o EEECESwTw AW

% EHEEICH VTV B

fBREICES itk s, —EDMHRTEHTE R I 7AVERT, BEOH LT
By b7 =2 BT EBEDOHL 7 7ANDX Y va—FoHlf, BEOHZET
BEANCAEHTE R WT vy 7 e —F%{7H L &, EORn— AV EHELXBR 720, XD
Fyva—FEELTGEIN, HOo0BEZOHL77AL%ET vy 70— NI 5EEEH
PLTLEY, L2L, BEOHL77ANME Ty 7u—F332REBEEOHIETIC
toTDaRtEb,

(LUTAME, v 2 IL—va YOITERHRER L)



